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Abstract

The simplest example of secret sharing goes this way: Imagine a safe box with two locks; the keys for
these locks are given to two different people. Any one of them cannot open the safe. To access its
contents we need both their consent. (According to the NY Times, a slightly more complicated scheme
was once used to protect nuclear codes.)

We start by an overview of secret sharing including definitions, examples of schemes, and the current
of state of knowledge. The general problem of secret sharing: there are n participants, and some groups
are considered authorized, they should be able to reconstruct the secret. While all other, forbidden,
groups should not be able to obtain any information on the secret.

The goal: implement a given structure efficiently, where the efficiency is measured by the size of the
shares (compared to the size of the secret). Linear inequalities for Shannon entropies turn out to be very
important for proving the (non-) existence of secret-sharing schemes with respect to efficiency.

In the second part, we study these information inequalities and in particular conditional non-Shannon-
type inequalities. We introduce the notion of essentially conditional inequalities which cast a new
geometric picture of boundary of the entropic region. This shows once again that information
inequalities are not fully understood yet.

We describe how non-Shannon-type inequalities can help achieve better bounds for the efficiency of
secret sharing schemes. Some of the results have counterparts in the Kolmogorov Complexity
framework.
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